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All scenarios and examples used in these materials have been created for educational purposes and are not real.
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Slides for use with 11 to 14 year olds Centre

Too good to

be true? ’
Protecting '
yourself and

others from
scams online




d  35% accepted a friend request online from someone they did
not know

d  8.5% shared the location publicly

d 19.2% exchanged messages online with someone they had
never met in person




A scam is a way of tricking people into handing over
money, valuable items, or personal information.

Scams can happen both offline and online.

Online scams can be seen on websites, in games,
emails, on social media and in text messages.

If you have been the victim of an online scam, it is
not your fault.




What signs of a scam do you know?
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Too good to be true? False urgency? A ‘trusted’ voice?

g

Asking for money or
Getting emotional? Unexpected contact? personal information?




Online
shopping

Impersonation

\

Romance
scams




Real Life Example Aimee

https://www.bbc.co.uk/teach/articles/z7j73qt#z73r6rd






https://docs.google.com/file/d/1BtS7GP1iLOaX8s0vyjCjRORVzXCpBRZP/preview
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If you’ve been the victim of a scam, report it to
ActionFraud.police.uk or by calling 0300 123 2040

Or in Scotland by calling 101

Forward suspicious emails to
report@phishing.gov.uk

Forward suspicious texts to 7726

Report fake adverts to the Advertising
Standards Authority

Report fake websites to the
National Cyber Security
Centre

You can also
usually report
social media
users or sellers
on online
marketplaces
directly in
the app
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/ Look out for the signs

of a scam before

Using strong and Taking caution with
= separate passwords online purchases

/ / protect yourself from
- scams and fraud online? m
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What can you do to
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Getting Help

Please ask for help if needed:

Parents and carers

Form Tutor

HOY

DSLs

Teaching and support staff
Friends




